
Azeem D. Yusuf
Email: yusuf.azeem01@outlook.com
Cloud / DevOps / DevSecOps / Linux Engineer 
Mobile contact: 410-497-4689

Objective: 

Experienced and forward-thinking Linux / Cloud DevOps Engineer seeking to leverage a diverse skillset in system architecture, team collaboration, and innovative technology implementation in the role of DevOps Engineer. I am committed to driving continuous improvement and embracing cutting-edge solutions in cloud environments and automation.
Operating Systems 
· Windows servers

· Mac OS

· ESXi
· Linux OS (RedHat, Centos, Ubuntu.) 

· Private and Public Cloud Infrastructure
Technical Skills:

-Scripting Languages: Proficient in Python, and Bash; familiar with PERL and Swift.

- Cloud Platforms: Extensive experience with AWS, Azure, and Google Cloud Compute.

- System Management: Skilled in Chef, Terraform, and Ansible for efficient system management.

- Containerization: Experienced with Docker, Kubernetes, and OpenShift.

- CI/CD Tools: Proficient in Jenkins and Bamboo for continuous integration and deployment.

- Systems Administration: Strong background in UNIX/Linux administration, troubleshooting, and security.

Education:
· Bachelor’s Degree in Economics.
University Of Lagos.
· Computer Science

CCBC Maryland (2025)
Certifications 
· CompTIA Linux+
· Azure Microsoft Certified: DevOps Engineer Expert (AZ 400)
· Qualys: Endpoint Detection and Response (EDR) – Foundation

· Qualys: Policy Compliance - Foundation 

· Certificate in Cyber-security CC (ISC2) in progress
· Qualys: vulnerability Management - Foundation

Professional Experiences:
zeemssolutions 
Cloud Support Engineer

01/2024 – Present

Responsibilities:

· Strategically manage and rapidly resolve technology service disruptions, minimizing user impact and consistently maintaining superior service levels within my organization.

· Oversee the production readiness and deployment of new technology solutions, applying expert judgment to optimize performance and ensure seamless integration.

· Analyze performance trends to address and mitigate potential issues preemptively, ensuring robust system operations and continuous improvement.

· Provide 24x7 on-call support, including off-hours, weekends, and holidays, demonstrating a commitment to system reliability and customer satisfaction.

· Conduct in-depth investigations using tools such as Splunk to determine the root causes of incidents, devising strategies that significantly reduce future risks.

· Independently drive company policies and processes, mentor team members, and lead by example in fostering a culture of innovation and continuous learning.

· Lead initiatives to identify and implement automation opportunities, enhancing operational efficiencies and advancing technological capabilities.

· Shape and refine technology standards for my company, integrating cutting-edge on-premise and AWS cloud solutions to stay ahead in a competitive market.

Key Technologies Used: Python, PowerShell, Unix Shell, SQL, SFTP, AWS, S3 Buckets, Cloud Watch, Grafana, Splunk, ELK, QuickSight
Kelly Benefits
DevOps Engineer

6/2023 – 12/2023
Responsibilities:

· Collaborated with cross-functional teams to design, implement, and maintain CI/CD pipelines for Windows-based applications using TeamCity and Octopus Deploy with Blue/Green deployment methodology.

· Managed and monitored infrastructure on Windows servers, ensuring high availability and performance by utilizing VMware and PowerShell scripting.

· Developed and maintained PowerShell scripts for automation, configuration management, and system orchestration.

· Implemented security measures, including the use of Global Protect VPN, to safeguard the organization's network and data.

· Managed source code repositories and version control using GitHub Enterprise, ensuring code quality and facilitating collaboration among development teams.

· Utilized Ansible and Terraform to automate infrastructure provisioning and configuration management across both on-premises and Azure cloud environments.

· Implemented continuous monitoring and alerting solutions with LogicMonitor, Graylog, Uptime Robot, Uptime Kuma, and Seq to proactively identify and resolve issues.

· Administered and optimized Microsoft SQL Server databases, ensuring data integrity and performance.

· Collaborated with development teams to optimize applications for performance, security, and scalability.

· Leveraged Packer and PowerShell to create custom Windows Server images for consistent and efficient deployments.

· Orchestrated deployment and scaling of applications on Azure cloud using Azure DevOps, ensuring cost-effectiveness and reliability.

· Configured and maintained network and application security policies using Netscaler and firewall rules.

· Implemented and managed password management solutions using Password Manager Pro (PMP), enhancing security and compliance.

· Utilized Visual Studio, GitHub Actions, and Packer to automate build and deployment processes.

· Managed and maintained Windows servers, applying patches, and updates, and ensuring system stability.

· Implemented automated backup and disaster recovery solutions to ensure business continuity.

· Collaborated with development teams to optimize applications for cloud deployment and load balancing.

· Integrated and managed various third-party tools and services, such as Let's Encrypt, WinSCP, Redis, and MoTomo, to enhance system capabilities.

· Provided on-call support and incident resolution, ensuring high system availability and reliability.

Achievements:

· Reduced deployment times by 40% by implementing efficient CI/CD pipelines with TeamCity and Octopus Deploy.

· Enhanced system security by implementing Global Protect VPN and regular security audits, resulting in zero security breaches during the tenure.

· Achieved 99.99% uptime for critical applications by implementing proactive monitoring with LogicMonitor and Uptime Robot.

· Automated routine tasks, reducing manual workload by 30% and minimizing human error.

· Improved development team collaboration and code quality by implementing GitHub Enterprise and code review processes.
Select Data LLC - 06/2019 – 06/2023
Senior Linux Engineer / DevOps Specialist
Project Overview:

In my role as a Senior Linux Engineer/DevOps Specialist at a software development company, I was part of a team on a project to revamp our continuous integration (CI) and continuous deployment (CD) systems. The primary objective was to enhance the automation processes that support both development and operational workflows, using a mix of Linux engineering skills and DevOps methodologies.

Responsibilities:

System Setup and Configuration:
· Engineered and deployed a robust CI/CD pipeline using TeamCity for integration and Octopus Deploy for deployment, facilitating a smoother and more reliable code deployment process.

· Optimized RHEL 8. x configurations to support Docker containers and Kubernetes orchestration, ensuring compatibility and high performance of microservices.

Performance Monitoring and Optimization:

· Integrated LogicMonitor and Uptime Robot into our existing systems to proactively monitor the health and performance of deployed applications.

· Analyzed performance data to identify and rectify issues related to resource allocation and load balancing, significantly enhancing application responsiveness and uptime.

Security Implementations:

· Developed comprehensive security protocols using Ansible playbooks to standardize security configurations across all environments, reducing potential vulnerabilities.

· Enhanced network security through the strategic deployment of Global Protect VPN, strengthening data protection measures for remote access.

Automation and Scripting:

· Crafted numerous Bash and Python scripts to automate routine DevOps tasks, including system health checks and nightly backups, cutting down manual intervention by 30%.

· Leveraged Ansible for the automated deployment of system updates and application rollouts, which increased deployment speed and consistency.

Issue Resolution and Strategic Planning:

· Devised a set of best practices for incident management, including quick rollback strategies and detailed logging for all deployment activities.

· Team initiative to evaluate and adopt new DevOps tools and practices, fostering a culture of continuous improvement and innovation within the team.

Project Outcomes:

· Successfully reduced deployment times by over 40%, enabling quicker turnarounds for product updates.

· Maintained an exemplary record of 99.99% uptime for all critical production applications, surpassing performance targets.

· Achieved notable improvements in team productivity and code quality through enhanced collaboration tools and processes.

Technologies and Tools Employed:

    OS: Red Hat Enterprise Linux (RHEL) 8. x, AlamLinux 8, Ubuntu 22-Lts

    Container: Docker, Kubernetes

    CI/CD: TeamCity, Octopus Deploy

    Monitoring: LogicMonitor, Uptime Robot

    Scripting and Automation: Bash, Python, Ansible
SDORA LLC - 05/2016 – 06/2019. 
Linux Administrator/System Engineer
Project Overview:

As a part of an initiative to enhance system performance and security for a mid-sized health services provider, I was part of the project to optimize and secure their RHEL-based server infrastructure. The goal was to improve system reliability and compliance with industry-standard security protocols.
Responsibilities:

System Configuration and Management:

· Deployed RHEL 9. x on new servers and upgraded existing systems from RHEL 7. x to 8. x, ensuring seamless transition and zero downtime.
· Configured system settings to optimize for high-traffic scenarios, particularly for database transactions and client data processing.

Performance Tuning:

· Utilized performance monitoring tools such as vmstat, iostat, and sar to identify bottlenecks in system performance.
· Implemented changes to the TCP/IP stack and tuned kernel parameters to enhance networking throughput and reduce latency.

Security Upgrades:

· Conducted a comprehensive audit of existing security measures; implemented enhancements including SELinux policy tweaks and firewall reconfigurations using firewalld.

· Set up and configured Global Protect VPN for secure remote access, enhancing endpoint security.

Automation with Ansible:

· Developed Ansible playbooks for automated deployment of updates and configuration changes across multiple RHEL servers, reducing manual workload by 40%.
· Automated backup processes, including system state and critical data, ensuring integrity and availability.

Troubleshooting and Recovery:

· Created a rapid response plan for system failures, including a recovery script to automate the initial diagnosis and recovery steps.

· Successfully recovered from a critical disk failure with minimal data loss, thanks to effective backup strategies and quick response.

Results:

· Achieved a system uptime of 99.99%, exceeding the industry standard for financial services.

· Enhanced system performance led to a 30% reduction in processing times for client transactions.

· Maintained high-security standards, resulting in zero security breaches over two years following project completion.

Technologies Used:

· Red Hat Enterprise Linux (RHEL) 7.x/8.x/9.x

· Ansible, Bash Shell scripting

· Tools: vmstat, iostat, sar, firewalld
REFERENCES

It will be provided upon request.


